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Many people think of the Smart Grid as a power distribution group built on
advanced smart metering?but that’s just one aspect of a much larger and more
complex system. The "Smart Grid" requires new technologies throughout energy
generation, transmission and distribution, and even the homes and businesses
being served by the grid. This also represents new information paths between
these new systems and services, all of which represents risk, requiring a more
thorough approach to where and how cyber security controls are implemented.

This insight provides a detailed architecture of the entire Smart Grid, with
recommended cyber security measures for everything from the supply chain to
the consumer.

Discover the potential of the Smart Grid●

Learn in depth about its systems●

See its vulnerabilities and how best to protect it●
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Editorial Review

Review

"…it’s a thorough overview of both the problem of smart grid security and what you need to do to address it.
And it’s not presented in some abstracted, high-level policy fashion – after reading this book, you will have a
proper understanding of the work that needs to be done."--Network Security Newsletter, October 2013
"Computer security professionals Knapp and Samani warn that the smart electrical grid now being planned
and designed will be vulnerable to attack."--Reference & Research Book News, October 2013 "…looking
for a detailed and technical introduction to smart grid security and a synopsis of the security and privacy
issues, Applied Cyber Security and the Smart Grid: Implementing Security Controls into the Modern Power
Infrastructure is a great place to start."--RSAConference.com, April 8, 2013

About the Author
Eric D. Knapp is a globally recognized expert in industrial control systems cyber security, and continues to
drive the adoption of new security technology in order to promote safer and more reliable automation
infrastructures. He firsst specialized in industrial control cyber security while at Nitrosecurity, where he
focused on the collection and correlation of SCADA and ICS data for the detection of advanced threats
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ICS cyber security solutions for McAfee, Inc. in his role as Global Director for Critical Infrastructure
Markets. He is currently the Director of Strategic Alliances for Wurldtech Security Technologies, where he
continues to promote the advancement of embedded security technology in order to better protect SCADA,
ICS and other connected, real-time devices.

He is a long-time advocate of improved industrial control system cyber security and participates in many
Critical Infrastructure industry groups, where he brings a wealth of technology expertise. He has over 20
years of experience in Infromation Technology, specializing in industrial automation technologies,
infrastructure security, and applied Ethernet protocols as well as the design and implementation of Intrusion
Prevention Systems and Security Information and Event Management systems in both enterprise and
industrial networks. In addition to his work in information security, he is an award-winning author of cition.
He studied at the University of New Hampshire and the University of London.

He can be found on Twitter @ericdknapp

Raj Samani is an active member of the Information Security industry, through involvement with numerous
initiatives to improve the awareness and application of security in business and society. He is currently
working as the VP, Chief Technical Officer for McAfee EMEA, having previously worked as the Chief
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the Infosecurity Europe Hall of Fame (2012).
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representing DIGITALEUROPE on the Smart Grids Reference Group established by the European
Commission in support of the Smart Grid Mandate.



In addition, Raj is currently the Cloud Security Alliance’s Strategic Advisor for EMEA having previously
served as the Vice President for Communications in the ISSA UK Chapter where he presided over the award
of Chapter Communications Programme of the Year 2008 and 2009, having previously established the UK
mentoring programme. He is also on the advisory council for the Infosecurity Europe show, Infosecurity
Magazine, and expert on both searchsecurity.co.uk, and Infosec portal, and regular columnist on Computer
Weekly. He has had numerous security papers published, and appeared on television (ITV and More4)
commenting on computer security issues. He has also provided assistance in the 2006 RSA Wireless Security
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Users Review

From reader reviews:

Raymond Blalock:

This book untitled Applied Cyber Security and the Smart Grid: Implementing Security Controls into the
Modern Power Infrastructure to be one of several books in which best seller in this year, here is because
when you read this e-book you can get a lot of benefit upon it. You will easily to buy this particular book in
the book store or you can order it by using online. The publisher on this book sells the e-book too. It makes
you more easily to read this book, as you can read this book in your Mobile phone. So there is no reason to
you to past this reserve from your list.

Angelica Adams:

Many people spending their time period by playing outside together with friends, fun activity with family or
just watching TV the whole day. You can have new activity to spend your whole day by looking at a book.
Ugh, ya think reading a book can definitely hard because you have to bring the book everywhere? It ok you
can have the e-book, having everywhere you want in your Mobile phone. Like Applied Cyber Security and
the Smart Grid: Implementing Security Controls into the Modern Power Infrastructure which is having the e-
book version. So , why not try out this book? Let's observe.

Amanda Doss:

Is it you actually who having spare time and then spend it whole day by simply watching television programs
or just lying down on the bed? Do you need something totally new? This Applied Cyber Security and the
Smart Grid: Implementing Security Controls into the Modern Power Infrastructure can be the respond to, oh
how comes? A book you know. You are and so out of date, spending your free time by reading in this
completely new era is common not a nerd activity. So what these textbooks have than the others?

Bryan Lopez:

As we know that book is essential thing to add our knowledge for everything. By a publication we can know
everything we really wish for. A book is a set of written, printed, illustrated as well as blank sheet. Every
year seemed to be exactly added. This e-book Applied Cyber Security and the Smart Grid: Implementing
Security Controls into the Modern Power Infrastructure was filled with regards to science. Spend your free



time to add your knowledge about your research competence. Some people has various feel when they
reading any book. If you know how big benefit from a book, you can experience enjoy to read a reserve. In
the modern era like today, many ways to get book that you wanted.
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